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Executive Summary
Enterprise AI creates a tension I run into on every engagement: the value of automated document analysis
versus the liability of holding proprietary data to get it.

The default assumption is that AI has to work like a repository, ingesting, indexing, and storing customer data
so it can be useful later. For most operational workloads, that's more liability than the job requires. The
alternative is what I call Computational AI: a system designed to perform a defined computation over your data
without ever taking ownership of it. It accepts data, does the work, returns the result, and discards both the
source and everything it derived from it.

This paper covers what it actually takes to build that: the engineering controls that prevent accidental
persistence, the failure modes that undo a zero-retention claim without anyone noticing, and the business case
that follows once a security team can stop worrying about a database that doesn't exist.

The Enterprise Data Dilemma
In a persistent AI application, user interactions, source documents, and generated outputs are typically written
to persistent storage somewhere. That enables analytics and historical lookups, and it also changes what the
software actually is. The moment an application stores your data, it inherits the liabilities of a system of record,
whether anyone designed it to be one or not.

For sensitive operational data, financial records, or proprietary IP, that's a real cost: a bigger attack surface,
more governance overhead, and the risk that customer content gets reused somewhere down the line, including
for model training if a provider's policies allow it.
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Persistent vs. Zero-Retention AI Architecture

Feature Persistent AI Application Zero-Retention AI Application

Data Lifecycle Ingest → Store → Index → Analyze →
Retain

Ingest → Process → Analyze → Return

→ Discard

Compliance Scope Broad; continuous auditing, access
reviews, and lifecycle management of
stored data.

Reduced; by design, because less
customer data is persistently retained and
therefore subject to ongoing governance.

Model Training & Secondary Use May retain customer data for product
improvement or analytics, depending on
provider policy.

Customer content is excluded from
training and secondary use, contractually
and technically.

Infrastructure Persistent cloud storage, vector
databases, long-term archival systems.

Ephemeral compute, controlled
temporary storage, restricted persistence
paths.

Stateless Processing vs. Zero Retention
These two terms get used interchangeably, and for anyone evaluating a platform, that's a mistake worth catching
early.

• Stateless Processing means the application doesn't hold client state between requests.

• Ephemeral Processing means client data is available only for the duration necessary to perform the

computation, with controls preventing it from becoming persistent in storage, logs, caches, or diagnostic

systems.

• Zero-Retention Architecture means the entire chain is engineered and contractually configured so client

payloads are not intentionally retained past the transaction that used them. That chain runs from the

application and infrastructure through API gateways, logging, monitoring, backups, subprocessors, and the

AI provider itself. Zero retention is an architectural and contractual property of that defined service

boundary, not a claim that customer data is physically unrecoverable from every underlying infrastructure

component at every instant.

A system can be architecturally stateless and still leak sensitive data into an error log or a caching layer without
anyone intending it to. Zero retention isn't a property of the application alone. It's a property of the entire path
the data travels, and it has to be verified as one.

Defining the Scope of Zero Retention

In this paper, zero retention means zero persistent retention past the defined transaction. It applies to customer
content specifically: uploaded documents, extracted text, prompts, responses, embeddings, intermediate parsing
output. It does not automatically extend to operational metadata needed for security, billing, or abuse
prevention, which deserves its own separate retention policy. And it applies to the service's own processing
environment and subprocessors, not to whatever the customer does with a result once it's back in their hands.
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Zero retention means... Zero retention does not mean...

No persistent customer document store No data is ever processed

No customer content in application logs No security controls are required

No persistent vector index of customer data No compliance obligations exist

Customer content excluded from model training The AI provider can safely retain prompts for secondary uses

Ephemeral processing of payloads No temporary data exists during processing

Derived outputs are subject to the same retention controls as
inputs

Customer systems don't retain downloaded results

The Data Boundary
A privacy-first AI system is built around a deliberate boundary. Inside it, data gets temporarily uploaded,
tokenized, analyzed, and passed to inference. Outside it, engineering controls exist specifically to keep
customer content from reaching persistent systems beyond the defined transaction boundary.

[ USER / CUSTOMER SYSTEM ]
   |
   +--(1) Submits Document
   v
[ SECURE INGESTION GATEWAY ]
   |  * TLS Encryption in transit
   |  * Payload suppression in access logs
   v
[ EPHEMERAL PROCESSING ENVIRONMENT ] ----------------+
   |  * In-memory parsing & OCR                       |
   |  * Context assembly                              |
   |  * Session context released post-transaction     |
   v                                                  |
[ AI INFERENCE PROVIDER ]                             |  [ THE DATA BOUNDARY ]
   |  * Contractual + technical zero-retention        |
   |    controls                                      |
   |  * Training prohibited                           |
   |  * No retention beyond transaction window        |
   |  * Customer content excluded from routine         |
   |    human-review workflows                        |
   v                                                  |
[ STRUCTURED RESULT GENERATION ] --------------------+
   |
   +--(2) Returns Output & Releases Session Context
   v
[ USER / CUSTOMER SYSTEM ]

=============================================================================
BLOCKED FROM PERSISTENCE:
[X] Persistent client databases
[X] Document object storage
[X] Document-bearing logs
[X] Persistent vector indexes
[X] Model training datasets
[X] Customer content in crash dumps / APM payload capture
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The Engineering Challenge: Eliminating Accidental Persistence
Building a system like this is mostly an exercise in eliminating state you didn't mean to keep. Trading persistent
storage for real-time recomputation sounds simple and creates real engineering problems.

1. Managing Context and Recomputation

A transient system can't cache anything client-specific, sensitive, or document-derived between sessions.
Everything requiring document context gets computed fresh, every time, inside the active session. That means
real token management discipline, tight parsing, and inference fast enough that the whole job finishes before the
session times out. Infrastructure and static assets can cache normally. The actual document intelligence never
does.

2. Output and Derived Data

Zero retention has to apply to what comes out, not just what goes in. Extract one liability clause from a
fifty-page contract and that clause is often just as sensitive as the document it came from. The generated report,
the summary, the reconciliation exception, all of it gets the same disposal treatment as the source material,
immediately after it's returned.

3. The Hardest Part: Failure Paths

The real test of this architecture is what happens when something breaks halfway through. Most enterprise
monitoring tools are built to grab as much context as possible the moment something fails, which is exactly the
wrong instinct for a system that's promised not to keep anything.

A system that deletes customer data on success and captures the same data in an exception trace on failure hasn't
actually built zero retention. It's built zero retention for the happy path only, and the happy path was never the
concern. To hold the boundary under failure, the architecture has to enforce:

• Failed workloads must not leave customer content behind in temp files, writable container layers, attached

volumes, or node storage.

• APM and tracing systems must not capture prompts or document text in telemetry.

• API gateways must not log request bodies on 5xx errors.

• Third-party OCR or extraction vendors must not write failed jobs to a dead-letter queue for someone to

review by hand later.

Verification and Governance
A zero-retention claim only means something once it's backed by controls someone can actually check. That's:

• Logging Controls: Structured logging with strict payload suppression; audit trails that record metadata,

timestamps, usage, success or failure, never customer content.

• Infrastructure Controls: Ephemeral compute, workload isolation, encryption in transit and at rest where

applicable, restricted IAM roles, confidential computing or memory protection where it's warranted.
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• Provider Controls: Signed data processing agreements with every AI model provider that explicitly rule

out training and cap retention at the transaction window, backed by real technical configuration, not just a

policy page. This has to cover prompt retention, abuse-monitoring retention, human review, and debugging

workflows too, not only training.

• Subprocessor Controls: Every service that touches customer content (OCR, extraction, inference,

observability providers) must either meet the same retention bar or be technically prevented from receiving

that content in the first place.

• Validation: Automated dependency, code, and container scanning in the deployment pipeline, plus

penetration testing specifically aimed at accidental state persistence and side-channel leakage, not just the

usual perimeter tests.

How Zero Retention Is Proven
Treat zero retention as a testable property of the system, not a line in a privacy policy.

For a security or procurement team doing real diligence, that means being able to produce:

• Data-flow documentation and architecture diagrams that trace one payload's actual lifecycle.

• Documented logging, monitoring, and tracing configuration.

• Signed provider agreements alongside evidence the retention and training controls are actually configured,

not just promised.

• Evidence from testing designed specifically to validate deletion behavior and probe failure-path leakage.

• A maintained inventory of every subprocessor and exactly what data-handling constraint applies to each

one.

The Business Value of Zero Retention
Approving a new AI vendor is already a slow, high-friction process for most enterprise security teams. A
genuinely controlled data lifecycle changes that conversation.

You cannot breach a database that does not exist.

You can still compromise an application, steal credentials, intercept data in transit, or exploit a processing
environment while it's active. Zero retention doesn't eliminate those risks. It eliminates an entire class of
persistent-data risk, which is a different, and for most security reviews, a more tractable problem.

Zero retention doesn't remove every compliance obligation. Personal data still moves through the system during
processing, and access controls still matter. What it does is shrink the surface a security team has to review.
Less time spent on storage posture, retention schedules, and database security. More time spent on the controls
that actually still apply: transport security, identity and access management, application security, and the
vendors in the chain.
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Cost Dynamics

Inference and compute typically remain major costs of running an LLM application either way, but zero
retention can materially reduce the infrastructure around them. There are no terabytes of customer data to store,
back up, index, and manage through a retention lifecycle. The result is leaner infrastructure and a more
predictable operational footprint.

Conclusion
Enterprise AI doesn't need enterprise-scale data retention to do its job well. I build these systems to treat
statelessness as the baseline, not the exception, and to engineer the zero-retention boundary deliberately rather
than claim it after the fact. Trust here doesn't come from a promise. It comes from architecture someone can
actually verify, controls that hold up under failure, and a plain commitment to discard your data the moment its
job is done.

Scope and Assumptions: The zero-retention claims and architectural properties described in this paper apply to

a specific implementation and a defined transaction boundary. A real zero-retention architecture depends on

the technical configuration, operational controls, and contractual commitments of whichever subprocessors, AI

model providers, and infrastructure platforms sit inside that boundary.


